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(54) Virtual call center 

(57) Call center functions are provided to a plurality 
of remotely located customer service representatives 
(CSRs) via a data network, such as the Internet Each 
CSR station includes a telephone and a computer. Sep- 
arate log-in procedures for the computer and the tele- 
phone improve system security. Incoming calls are 
routed to an available CSR. A call control server pro- 
vides call control pages that include a set of clickable 
FIG. t 



(e.g., transfer, hold, conference, speed-dial 
buttons, and the like) and telephone cfigits to CSR com- 
puters that allow CSRs to remotely control telephone 
calls. A merchant server can also provide a merchant 
application page to CSR computers to allow CSRs to 
process customer calls. 
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[0001] The present invention relates to telephone s 
services, and more particularly to a system for providing 
call center functionality at a remotely located represent- 
ative using a data network, such as the Internet 



BACKGROUND OF THE INVENTION 
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[0002] Presently, customer service representatives or 
agents located at call centers answer incoming 800 
number calls to accept product orders, provide cus- 
tomer information, etc. Typically, call centers are cen- is 
trally located on the merchants premises. However, 
with densely populated cities and the associated traffic 
problems, it is desirable to allow customer service rep- 
resentatives to work at homa In addition, it is advanta- 
geous to permit temporary or part-time customer 20 
service representatives (which maybe hired during hol- 
idays or busy periods) to also work from home. 
[0003] Two problems arise when permitting customer 
service representatives to work remotely from home. 
First it can be difficult to ensure the security of the sys- 25 
tern. Because the representatives are remotely located, 
there is a risk that unauthorized personnel will improp- 
erly receive access to incoming 800 number calls. 
[0004] Second, remote workers should be provided 
the same functionary as call center workers working at 30 
the central call center. Remote workers should be pro- 
vided the merchant application (e.g., a merchants 
product order form) to process customer orders in the 
same manner as performed by representatives located 
at the central call center on the m enchant =s premises, as 
More significantly, remote customer service representa- 
tives should have full call control functions, such as the 
ability to place a cafl on hold, transfer a call, conference 
together two parties, speed dial functions, etc. Such call 
control features are not available on analog telephones ao 
over analog telephone lines p.a, POTS lines). Rather, 
to provide these call control features on a telephone 
requires a digital telephone operating over a specialized 
digital telephone One, such as an Integrated Services 
Digital Network (ISDN) line, and adcfitional equipment 45 
As a result it is prohfortively expensive to run a cfigitaJ 
telephone fine and install the necessary equipment to 
allow each representative to work from homa 
[0005] Therefore, a need exists for a technique to pro- 
vide full caH center functionality (ag., the merchant so 
application and full call control functionality) to remote 
workers and to improve system security. 



SUMMARY OF THE INVENTION 

[0006] The present invention overcomes the disad- 
vantages and drawbacks of the prior art by providing a 
virtual call center wherein remotely located customer 
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service representatWw (CSRs) are provided with full 
call center functionafity via a data network In addition 
system security is improved by using separate compu- 
ter and telephone log-in procedures (indudng authenti- 
cation). 

[0007] The present invention provides call center func- 
tionality at each of a plurality of remote CSR stations. 
Each remote CSR station includes a computer and a 
telephone 

[0008] First a CSR logs in to the system using the 
CSR computer. The CSR and/or the CSR computer is 
*ttien authenticated. After the CSR has logged in by 
computer, and been computer authenticated, a Voice 
Response Unit (VRU) places a call to the CSR=s 
remote telephone number and prompts the CSR for a 
telephone password. The CSR can input the telephone 
password, for example, as one or more touch tone sig- 
nals and/or one or more spoken phrases or words. 
[0009] After the CSR is logged in by computer and by 
telephone, the CSR is now prepared to receive and 
process incoming customer calls. A call is received at 
the switch, and the CSR is selected to receive the call. 
The switch transfers the call to the CSR station tele- 
phone for processing. 

[001 0] A data communications link is established over 
a data network between the call control server and the 
CSR station computer. The call control server sends a 
call control page (e.g., a Web page or a Telnet page) to 
the station computer. The call control page includes one 
or more selectable call control commands (ag., hold, 
transfer, terminate, conference) and telephone digits. 
The CSR can actuate or dick on one or more of the call 
control commands to remotely control incoming tele- 
phone calls via the data network. A signal correspond- 
ing to the actuated command is sent from the station 
computer to the switch via the call control server to con- 
trol the call. In this manner, a data network can be 
employed to provide remote call center functionality to 
the CSR without the necessity of expensive digital tele- 
phone equipment and digital telephone linfes. In addi- 
tion, a merchant server can provide a merchant 
application page to the station computer to allow the 
CSR to process the received call. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] 

Fig. 1 is a block diagram of a system for providing 
call center functionality at a remote station accord- 
ing to an embodiment of the present invention. 
Fig. 2 is a flow chart illustrating the log-in process 
according to an embodiment of the present inven- 
tion. 

Fig. 3 is a flow chart illustrating the processing of an 
incoming telephone call according to the embodi- 
ment of the present invention. 
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[001 2] Referring to the Figures in which like numerals 
indicate like elements. Fig. 1 is a block diagram of a sys- 
tem for providing call center functionality at a remote 
station accorcfing to an embodiment of the present 
invention. Each customer service representative (CSR) 
is remotely located at a CSR station 60. Each CSR sta- 
tion 60 includes a telephone 64 and a CSR computer 
62. In one embodiment of the present invention, each 
customer located at a customer station 10 may dial, for 
example, the merchant =s toll free 1-800 telephone 
number to place a product or service order, ask ques- 
tions, etc. Rather than placing all CSRs at the centrally 
located call center, each CSR is remotely located at a 
CSR station 60. Each incoming call is routed to an avail- 
able CSR. A merchant application and call control func- 
tions are provided via data network (e.g.. the Internet) to 
each remotely located CSR. 

[0013] Referring to Fig. 1. a customer station 10 
includes a telephone 12 and a computer 14. Telephone 
12 is connected to the public switched telephone net- 
work (PSTN) 40 by line 16. Computer 14 is connected 
via line 18 to data network 28. Data network 28 can be 
a packet switched network such as the Internet or an 
Intranet Other types of data networks can be used. 
Data sent over data network 28 can be encrypted, for 
example, using a 1 28 bit RSA algorithm. 
[0014] PSTN 40 is connected to a PSTN switch 32 via 
line 38. Switch 32 is part of PSTN 40. Switch 32 
receives incoming calls from telephone 12 (and other 
telephones) and routes the calls to the appropriate des- 
tination via PSTN 40. Instead of a PSTN switch, switch 
32 may alternatively be a Private Branch Exchange 
(PBX) switch, or other type of switch. 
[001 5] A voice response unit (VRU) 36 is connected to 
switch 32 via tine 34. VRU 36 automatically answers tel- 
ephone calls received at switch 32 and prompts the 
caller with a series of menu options or questions. VRU 
36 also temporality stores caller responses which may 
be provided as spoken answers and/or dialed or touch 
tone answers. VRU 36 includes, for example, dual tone 
multi-frequency (DTMF) tone generator and decoder, 
and speech recognition and speech synthesis equip- 
ment. In one embodiment switch 32 and VRU 36 may 
be implemented as a Conversant Voice System, availa- 
ble from Lucent Technologies, Inc. 
[001 6] A call control server 44 is connected to switch 
32 via line 42. Calls received at switch 32 are routed by 
switch 32 under control of call control server 44 to a 
selected CSR station 60 for processing. A CSR data- 
base 46 is connected to call control server 44 via line 
48. The following information can be stored in CSR 
database 46 or call control server 44 for each CSR: 

(1) telephone log-in information for each CSR. 
including a remote telephone number (such as the 
CSRss home voice telephone number), and a tele- 



phone password (tS^Bcample, as touch tone sig- 
nals, and/or as cf gitized speech signals); Also, 
additional information may be stored that can be 
used to authenticate the CSR over the telephone 
5 (voice fine), such as a voice font of the CSR that 
uniquely identifies the CSR=s voice to be used for 
voice recognition; and 

(2) computer log-in information that allows each 
CSR to log-in to call control server 44, including the 

10 CSR's name, a computer log-in ID and password, 
and the IP address and port number (stored 
dynamically) and the certificate ID of the computer 
used by the CSR Additional information may also 
be stored in CSR database 46. Alternatively, this 

is information may be stored in call control server 44. 

[0017] Because there is two-way communication 
between VRU 36 and call control server 44 via switch 
32. all or part of the telephone log-in information and the 
20 computer log-in information may alternatively be stored 
in VRU 36. 

[001 8] Call control server 44 also keeps track of which 
CSRs have togged into the system and which are cur- 
rently available to receive incoming calls (e.g., those 

25 CSRs not on break and not processing another tele- 
phone call). As a result call control server 44 maintains 
a list of the currently available CSRs, and updates the 
list after, for example, assigning an incoming call to a 
CSR. or after receiving notice from a CSR that the CSR 

30 has logged-in, logged-out or is on break The updated 
list of available CSRs can be constantly made available 
to switch 32 and VRU 36. Alternatively. VRU 36 can 
keep track of the CSRs and maintain the fist of available 
CSRs. 

35 [0019] Call control saver 44 provides a call control 
page to each of the CSR stations 60. Each of the call 
control pages include a set of clickable commands (ag. v 
transfer, hold, conference, speed-dial buttons, and the 
like) and telephone digits that allow CSRs to remotely 

40 control telephone calls using CSR computer 62. The 
call control page provides each remotely located CSR 
with call c on trol functions via the data network 28 with- 
out the use of expensive digital telephones, digital lines 
and digital modems. The call control page could be, for 

45 example, a Telnet page, a Web page, or the like that 
may be pushed or downloaded from call control server 
44 via data network 28 to the computer being used by 
the CSR (CSR computer 62). The cad control server 44 
can identify the computer being used by the CSR based 

so on, for example, the IP address and port number of the 
CSFUs computer stored in CSR database 46 or call 
control server 44. 

[0020] A merchant server 52 is connected to data net- 
work 28 via line 58. A merchant database 54 is con- 
55 nected to merchant server 52 via line 56 and stores 
customer information including each customer's name, 
address, telephone number, account history or pur- 
chase history, credit card number(s). clothing sizes for 
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different family members and otJWFEustomer Informa- 
tion. Merchant server 52 provides merchant application 
pages (such as Telnet pages, Web pages or the like) to 
each CSR computer 62. The merchant application 
pages can include, for example, customer order entry 5 
forms which allow CSRs to receive and process cus- 
tomer orders received via telephone for products and/or 
services offered by the merchant 
[0021] The CSR station 60 includes CSR computer 62 
for receiving call control pages and merchant appfica- 10 
tion pages and other information, and a telephone 64 for 
receiving telephone calls. Computer 62 is connected to 
data network 28 via line 66. Computer 62 can establish 
a data communications link (such as a Telnet connec- 
tion or a TCP connection) with other computers via data is 
network 28. In this manner, computer 62 can receive 
Web pages and/or Telnet pages or the like, and send 
and receive data via data network 28. 
[0022] Likewise, telephone 64 can establish a voice 
communications link with other telephones via PSTN 40 20 
by initiating telephone calls to other telephones, and by 
receiving telephone calls from other telephones. 
[0023] Although only one CSR station is illustrated in 
Fig. 1 , the system of Fig. 1 would typically include many 
CSR Stations at different remote locations. For exam- 2s 
pie, each CSR=s home or residence could operate as a 
remote CSR station if properly equipped with a tele- 
phone and a personal computer. 
[0024] To reduce costs, telephone 64 should be a 
standard analog telephone, and fines 66 and 68 should 30 
be standard analog telephone lines, such as Plain Old 
Telephone System (POTS) Ones. However, other types 
of telephones and telephone lines can be employed. 
[0025] Computers 14 and 62 may be standard per- 
sonal computers which may include a processor, mem- 3S 
ory, a modem and a monitor or display. Computers 14 
and 62 can each include a Web browser, such as Net- 
scape Navigator, available from Netscape Communica- 
tions Corp., to download, for example, Web pages from 
other computers on the World Wide Wetx 40 
[0026] In operation, a customer service representative 
(CSR) located at CSR station 60 is provided with full call 
center functionality at computer 62, including (1) the 
merchant application (e.g.. a merchants product order 
form to process customer orders), and (2) full can con- as 
trol functions, such as the abiGty to place a call on hold, 
transfer a call, conference together two parties, speed 
dial functions, etc Such call control functions are not 
available to analog telephones over analog telephone 
lines (i.e.. POTS fines) so 
[0027] The call control page includes a set of clickable 
commands and phone digits which allow the CSR to 
issue commands to call control server 44. Once the call 
control commands are received at call control server 44, 
call control server 44 can then control switch 32 to con- ss 
trol the can based on the call control commands (e.g., 
transfer the can, place the call on hold, conference in a 
specified party). The merchant application (e.g., mer- 
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chant product order fWfi) can be provided from mer- 
chant server 52 to dwnputer 62 as one or more pages 
(eg., Telnet or Web pages, or the like). 
[0028] The operation of the system of Fig. 1 according 
to an embodiment of the present invention can be 
descrfoed as two processes: 1) the log-in process for a 
CSR, and 2) the processing of incoming telephone 
calls. These two processes are described in detail here- 
inbelow with reference to Figs. 2 and 3, respectively. 

The Log-In Process 

[0029] Ftg. 2 is a flow chart illustrating the log-in proc- 
ess for a customer service representative (CSR) 
according to an embodiment of the present invention. 
[0030] At step 110, a CSR database is created by 
storing (1) telephone log-in information for each CSa 
including a remote telephone number (such as the 
CSR=s home voice telephone number), and a tele- 
phone password (for example, as touch tone signals, 
andtor as digitized speech signals); and (2) computer 
log-in information that allows each CSR to log-in to call 
control server 44, including the CSR's name, address, a 
log-in ID and password (for computer 62). The IP 
address and port number of the CSR computer 62 is 
dynamically stored only after the CSR has logged in by 
computer to call control server 44. as described in 
greater detail below. The information created at step 
1 10 may be stored, for example, in either database 46, 
call control server 44 or VRU 36. 
(0031] At step 115. the CSR togs in to caO control 
server 44 via data network 28. To log-in to caO control 
server 44, first, the CSR uses computer 62 to establish 
a data communications fink between computer 62 and 
call control server 44 via data network 28. The data 
communications fink can be established using well 
known protocols such as TCP/IP, so that the on-line 
information from server 44 is available in the form of 
Web pages or the like to computer 62. For example, a 
TCP connection may be established between computer 
62 and server 44. The CSR then uses a Web browser to 
download the Web page provided by call control saver 
44 for the purpose of CSR computer log-in The CSR 
then inputs his or her log-in ID and password. The input- 
ted computer log-in ID and password are then transmit- 
ted back to the caO control server 44 via the data 
communications link established between CSR compu- 
ter 62 and caS control server 44. In addition, the Certifi- 
cate ID of computer 62 or a Cookie may also be 
transmitted to server 44. Other information useful for 
authentication may also be transmitted to server 44. 
[0032] Once call control server 44 receives the logi- 
nlD, password, the Certificate ID and/or the Cookie from 
the CSR computer 62. server 44 then authenticates the 
CSR and/or the CSR computer 62, step 120. First 
server 44 compares the computer log-in ID and pass- 
word received from computer 62 to the log-in ID and 
password stored in database 46. If a match is found, 
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then the CSR is authentic. Next servw44 can authen- 
ticate computer 62 by comparing the Certificate ID 
and/or Cookie provided by computer 62 to the Certifi- 
cate ID and/or Cookie stored in CSR database 46. If a 
match is found, the computer 62 is authentic. s 
[0033] If the CSR and/or the computer 62 is found to 
be authentic, the computer log-in process (including 
authentication) is completed. The IP address and port 
number of computer 62 received from the computer 62 
over the data communications link during the log-in 10 
process is dynamically stored in database 46. As 
descrbed hereinbelow, this address information can be 
used by call control server 44 and merchant server 52 to 
provide Web pages to CSR computer 62. 
[0034] Once the computer log-in and authentication is 
process is completed, the process of Fig. 2 then pro- 
ceeds to step 125. However, if the CSR and/or the com- 
puter 62 are not authentic, the process is terminated, 
and an error message may be returned to be displayed 
on computer 62. 20 
[0035] At step 125, call control server 44 notifies 
switch 32 that the CSR has logged in over the computer, 
and has been computer authenticated. Also, server 44 
then instructs the VRU 36 and switch 32 to call the CSR 
(telephone 64) at the CSR=*s remote telephone number 25 
stored in database 46. 

[0036] At step 130 and in response to step 125. VRU 
36 and switch 32 call the CSR at the CSFUs remote tel- 
ephone number stored in database 46 to perform the 
telephone log-in and authentication process. As a 
result switch 32 calls telephone 64 of CSR station 60 
via PSTN 40. and the CSR answers the caO using tele- 
phone 64. 

[0037] At Step 1 35. the telephone log-in and authen- 
tication process is performed. VRU 36 prompts the CSR 
to provide a telephone ID and then a telephone pass- 
word (using telephone 64). Alternatively. VRU 36 may 
only prompt the CSR for a telephone password. For 
example. VRU 36 may prompt the CSR by stating: 
APIease speak or touch tone your call center password «o 
now.a The CSR then inputs the telephone password 
either as one or more DTMF touch tones, and/or by 
speaking the password. VRU 36 receives and decodes 
the password using a DTMF decoder (for a password 
input as touch tones), and uses speech recognition 4S 
equipment to analyze a spoken password. The received 
password is then compared to. the CSR=s password 
stored in CSR database 46. If a match is found, the 
CSR is now authenticated by telephone. The telephone 
log-in and authentication process is now complete. so 
[0038] Other techniques may be used to authenticate 
the CSR via telephone. Rather than requesting and 
analyzing a password. VRU 36 may instead employ 
voice recognition equipment and software to compare 
the voice spoken by the CSR to the voice font (or voice 55 
sample) for the CSR stored in database 46. 
[0039] At Step 1 40. switch 32 logs-in the CSR to mer- 
chant server 52 by informing merchant server 52 that 



the CSR has been auth9HEated (by computer and by 
telephone) and is now ready to receive and process 
incoming phone calls. Switch 32 also provides the IP 
address and port number of CSR computer 64 to mer- 
chant server 52. Switch 32 also informs call control 
server 44 that the CSR has been authenticated by tele- 
phone and is now ready to receive and process incom- 
ing telephone calls. (Call control server 44 previously 
completed the computer log-in and authentication proc- 
ess at Step 120). Call control server 44 then places the 
CSR on the fist of available CSRs. 
[0040] At Step 145. call control server 44 pushes a call 
control page (eg., a Web page, a Telnet page) to CSR 
computer 62, and merchant serve- 52 pushes a mer- 
chant application page (e.g.. a Web page, a Telnet 
page) to CSR computer 62. 

[0041 ] The call control Web page includes a clickable 
set of commands and phone digits which allows the 
CSR to issue commands using computer 62 to call con- 
trol server 44 regarding incoming calls. The call control 
commands provided to the CSR can include an answer 
command instructing call control server 44 to connect 
the received (or a specified) telephone call to the CSR . 
telephone 64; a hangup or terminate command instruct- 
ing the caD control server 44 to disconnect or terminate 
the received telephone call; a transfer command 
instructing the call control server 44 to transfer the 
received telephone call to another party; a conference 
command instructing the call control server 44 to con- 
30 ference in another party tor the telephone call; a hold 
command instructing the can control server 44 that the 
received call should be placed on hold; one or more 
speed dal commands instructing the call control server 
44 to transfer the call to a party specified by the speed 
35 dial command, or to call the party specified by the 
speed dial command. 

[0042] The present invention also includes a break 
request/break return command. This command, for 
example, can be toggled by the CSR between the 
40 Abreak requests and the break returns commands. If 
the Abreak requests command has been selected, this 
instructs call control server 44 that the CSR is unavaila- 
ble and/or on break. In such case, call control server 44 
will remove the CSR from the fist of available CSRs. As 
a result the caO control server 44 will not forward any 
incoming calls to a CSR that is on break or is unavaila- 
bla If the Abreak returns command has been selected, 
this instructs call control server 44 that the CSR has 
now returned from break and is now available to receive 
calls. Upon receiving the Abreak returns command, call 
control server then adds the CSR to the list of available 
CSRa 

[0043] Call control server 44 and merchant server 52 
are shown in Fig. 1 as separate servers. Alternatively, 
the functions of control server 44 and merchant server 
52 can be combined into a single server. This single 
server would provide both the call control page and the 
merchant application page to CSR computer 62. 
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[0044] Fig. 3 is a flow chart illustrating the processing 
of an incoming telephone call according to the errtoodi- 
ment of the present invention. The process illustrated in s 
Ft 9- 3 assumes that one or more CSR f s have previously 
completed the log-in by computer and the log-in by tele- 
phone, and are prepared to receive and process incom- 
ing telephone calls 

[0045] At Step 210, a voice communications link is io 
established between the customer and switch 32. This 
voice communications link can be established two ways. 
[0046] First, a customer can call the merchant using 
telephone 12 by dialing, for example, the merchants 1- 
800 telephone number. r5 
[0047] Second, instead of the customer calling the 
merchant the merchant CSR may alternatively call the 
customer. In one embodiment a customer using com- 
puter 14 may rave established a data communications 
link (e.g.. a TCP connection) with merchant server 52 20 
and accessed one or more Web pages from merchant 
server 52. As the calling customer views the information 
provided on the merchants Web pages, the customer 
may wish to speak to a CSR, for example, to request 
product information or to place an order. The merchant 2s 
Web page that is being viewed by the customer at cus- 
tomer station 10 may include a "call me" button. When 
the Acafl me* button is selected by the customer using 
the browser on conputer 14, a signal (ag., a packet) is 
sent from computer 14 to merchant server 52 incficating 30 
that the customer would like the merchant to telephone 
the customer at telephone 12. The signal can also pro* 
vide the customers telephone number. The merchant 
CSR then calls the customer. This "call me" feature of 
the present invention may be accomplished as dis- as 
dosed. in pending US. Patent Application Serial Na 
08/736,150. filed on October 24. 1996. and entitled 
"System and Method for Establishing Internet Commu- 
nications Links', assigned to AT&T Corporation, hereby 
incorporated by reference in its entirety. 40 
[0048] At Step 215, VRU 36 answers the caO from the 
customer and prompts the customer. The voice commu- 
nications link (telephone call) between the switch 32 
and the customer is connected to VRU 36. regardless 
whether the customer or the switch placed the call. 45 
Whenthe call is received at the VRU 36. the VRU 36 
prompts the customer using a series of menus. For 
example, the customer may be requested to input his 
telephone number, address, credit card numbers, 
account number or information identifying a product so 
which he or she is interested in, etc. The customer may 
be requested to identify (e.g.. select from a list) the rea- 
son for calling (e.g. , to obtain customer service, to place 
an order, to request product repairs, to obtain an 
account balance or account information). This informa- 55 
tion is input by the customer, for example, by speaking 
or using the touch tones on telephone 12. This informa- 
tion is then stored in memory, which may be resident in 



either VRU 36. swifST32. server 44, database 46 
server 52 or database 54. Information identifying the 
customers telephone number (identified by an ANI sig- 
nal) and/br information identifying the dialed nurrter 
(identified by a ONIS signal) may also be provided by 
PSTN 40 and stored in memory. 
[0049] At Step 220, switch 32 notifies call control 
server 44 and merchant server 52 of the received call 
I0050] At Step 225, an available CSR is selected to 
receive and process the received call. Call control 
server 44 would typically select an available CSR to 
receive the call because server 44 keeps track of the 
status (logged in. on break, returned from break, busy, 
etc.) of each CSR and maintains a fist of available 
CSRs. 

ID051] Alternatively, at step 225. VRU 36. switch 33. 
switch 55 or merchant server 52 may obtain the fet of 
available CSRs from server 44 and select one of the 
CSRs to receive the call. Call control server 44 would 
then be notified of the selected CSR so the selected 
CSR can 1) receive the call and 2) be removed from the 
list of available CSRs. 

ID052] At Step 230. can control server 44 notifies the 
merchant server 52 and the switch 32 of the selected 
CSR for the call. The merchant server 52 can also be 
provided with the IP address and port number for the 
computer 62 of the selected CSR. 
P053] At Step 235. the customer information (e.g. 
customer account number, customers name, address 
telephone number, ream for calling) and the ANI and 
DNIS information received and stored at step 215 is 
then sent to merchant server 52 for storage Alterna- 
tively, this information may be directly stored on mer- 
chant server 52 at step 215. 

P054] At Step 240. the call control page (ag.. call 
control Web page or Telnet page) for controlling the 
received call is pushed from the call control server 44 to 
the CSR computer 62. The call control page for this call 
includes a series of clickable commands and telephone 
digits that allows the CSR to control the received call. 
The call control web page is received at computer 62 
and displayed on computer 62 to be viewed by the CSR. 
This call control page can be used for afl calls to be 
routed to the CSR for processing. 
P055] Alternatively, a call control page may be pro- 
vided after the CSR logs in to the call control server 44 
via computer and via telephone (eg., step 145, Rg. 2). 
This call control page would be used for afl calls routed 
totheCSR. 

P056] At Step 245, the merchant server selects a 
merchant application page, inserts customer informa- 
tion into the application page, and pushes the partially 
completed page to the CSR conputer 62. As a result, 
step 245 may involve several sub-steps. The ANI signal 
information (or information input by the customer) 
stored in merchant server 52 may be used by merchant 
server 52 to identify from the merchant database 54 a 
customer file or customer record corresponding to the 
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customers home telephone number indicated by the 
AN! signal. 

[0057] Also, there may be many merchant application 
pages (e.g., Web pages) available from merchant 
server 52. For example, merchant server 52 may pro- 
vide different web pages for different types of customer 
requests, such as requests for customer service, 
requests to place an order, a request for repairs, etc. 
Merchant server 52 may select one of the several avail- 
able merchant application pages based on the ONIS 
signal or based on information input by the calling cus- 
tomer to VRU 36. For example, the ONIS signal may 
identify one of several 1 -800 numbers dialed by the call- 
ing customer to the merchant wherein a different 1 -800 
number is used for each type of available service (cus- 
tomer service, repair service, to place an order, etc). 
[00581 As part of step 245, in one embodiment of the 
present invention, the merchant server 52 inserts at 
least a portion of the following into one or more selected 
merchant application Web pages: 1) customer informa- 
tion input by the customer ter VRU 36. 2) the customer 
records or files identified by AN I signals or identified by 
information input by the customer (eg., account 
number, telephone number), and 3) the telephone num- 
bers identified by the AN I and DNIS signals. Based on 
the IP address and port number of CSR computer 62, 
the merchant server pushes these partially completed 
merchant application pages to CSR computer 62 via 
data network 28. The partially completed pages are 
received and displayed on computer 62 to be viewed by 
the CSR. 

[0059] At Step 250. switch 32 transfers the received 
telephone call via PSTN 40 under control of call control 
server 44 to the remote CSR telephone 64 at CSR sta- 
tion 60; 

[0060] At Step 255, the CSR processes the telephone 
call by speaking to the calling customer using telephone 
64 and using computer 62 to fill out the remainder of the 
merchant application page to accept the customer's 
product order or other request The completed mer- 
chant application page is transmitted from CSR compu- 
ter 62 to merchant server 52. 

[0061] At Step 260, the CSR actuates one or more of 
the clickable call commands and telephone number dig- 
its on the call control page to control the call. (e.g., hold, 
transfer, conference, and other commands). 
[0062] At step 265. a signal corresponding to the com- 
mand actuated by the CSR on the call control page (at 
step 260) is transmitted (e.g., as one or more packets) 
from the CSR computer 62 to cad control server 44 via 
data network 28. The signal corresponding to the actu- 
ated call control command is then communicated to 
switch 32 to allow the switch to perform the requested 
action on the telephone call that has been routed to the 
CSR telephone 64. 
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[0063] Because the CSRs are remotely located from 
the call center, call control pages and customer calls will 

5 be transferred to equipment located remotely from the 
central call center. As a result it is possfcle tor unau- 
thorized persons to access the call control server 44 
and thereby improperly direct customer calls and call 
control pages to unauthorized equipment This type of 

to security breach could result in a significant disruption to 
the merchant =s business and a loss of goodwill. 
[0064] However, the use of separate computer and tel- 
ephone log-in and authentication procedures as taught 
by present invention greatly improves system security. 

is First a CSR can be authenticated by computer using a 
login ID and password. Second, the CSR=s computer 
itself can be authenticated using the computers unique 
Certificate ID, a Cookie, or other unique number stored 
in the computer. 62 and known to call control server 44. 

20 Finally, after the CSR has logged in to call control server 
44 by computer and been computer authenticated (ag., 
either CSR authentication and/or computer authentica- 
tion), the VRU 36 places a call to the CSR=s remote tel- 
ephone number that was previously stored in memory. 

25 and may prompt the CSR for a telephone password (tel- 
ephone log-in and authentication). 
[0065] Telephone authentication is important because 
it confirms that the CSR has in fact logged in to server 
44, rather than an unauthorized person. While a compu- 

30 ter hacker may be able to access and duplicate a login 
ID, password, and even a Certificate ID. it is unlikely that 
the hacker could redirect the telephone call (for tele- 
phone authentication) from the VRU 36 to the backers 
telephone number. Moreover, it is also unlikely that the 

36 hacker would know the CSR»s telephone password. 
Therefore* the use of telephone authentication greatly 
improves system security where calls and information 
are provided to remote persons. , 
[0066] Each of the authentication techniques, how- 

40 ever, may be used separately, or in combination. It is 
desirable to use two or more of the authentication tech- 
niques together. 

Monitor Stations 

45 

[0067] Although not shown, the system of Fig. 1 can 
also include one or more remotely located monitor sta- 
tions. Like the CSR station 60. each monitor station 
includes a telephone (such as an analog telephone) for 

so initiating and receiving telephone. calls, and a computer 
for receiving Web pages or Telnet pages and for send- 
ing and receiving data. A supervisor remotely located at 
his or her monitor station (e.g.. at home) can log-in to 
call control server by both Computer (data) and tele- 

55 phone (voice) in the same manner as the CSRs. Once 
properly logged-in and authenticated by computer and 
telephone, the supervisors computer at the monitor 
station receives a monitor Web page from call control 
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server 44 that provides a fist of aWEtive telephone calls 
in the system. The supervisor can listen or monitor any 
active call by clicking on thecal! listed on the monitor 
Web paga Also, using the commands on the monitor 
Web page, the supervisor can elect one-way communi- 5 
cation (ag.. the supervisor can only listen), or can elect 
two-way communications, allowing the supervisor to lis- 
ten and speak with the parties on the selected call. 
Clicking on a call on the monitor Web page sends a sig^ 
nal to the call control server 44 that instructs the server 10 
44 and switch 32 to connect the supervisors telephone 
to the selected caJL The allows the supervisor to 
remotely monitor the active calls without using expen- 
sive digital telephone fines and digital telephone equip- 
ment. 

is 

An Example 

I0068J An example of the operation of the present 
invention will now be briefly explained. A CSR uses 20 
computer 62 to log in to call control server 44. Call con- 
trol server 44 authenticates computer 62 (ag., using a 
Certificate ID or Cookie from computer 62) and the CSR 
(using the login-ID and password input by the CSR). 
The VRU is then instructed to call and authenticate the 2s 
CSRbytelephona 

[0069] After authenticating the CSR by computer and 
by telephone, the call control server 44 and merchant 
server are notified that the CSR has been authenti- 
cated. The IP address and port number of the CSR 30 
computer 62 obtained in a packet from the CSR compu- 
ter 62 during the computer log-in process are stored in 
CSR database 46. This address information is provided 
to servos 44 and 52. 

[00701 CafloxTtrol server 44 th^ & 
Web page to the CSR computer 62, including a clicka- 
ble set of call control commands and telephone digits. 
[0071] An incoming call is received at PSTN 40 and 
routed to switch 32. Call control server 44 is notified of 
the telephone cafl, and selects the CSR from the list of 40 
available CSRs. Call control server 44 then notifies 
switch 32 that the received call should be forwarded to 
the CSR telephone 64. Switch 32 then routes the call 
via PSTN 40 to CSR telephone 64 for processing. 
[00721 The merchant server 52 selects a merchant 45 
application Web page for product oider based on the 
number dialed by the customer (indicated by a DNIS 
signal). The merchant computer 52 accesses a cus- 
tomer record for the calling customer based on the ANI 
signal. Merchant server 52 inserts the customer infor- so 
mation into the merchant product order Web page, and 
pushes the partially completed product order Web page 
to CSR computer 62. Both the call control Web page 
and the product order Web page are displayed on a 
monitor of computer 62. 55 
[00731 The CSR receives the call from the customer. 
While speaking to the customer, a problem arises that 
requires input from the CSR=s supervisor. The CSR 
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uses the cfickable sera commands on the call control 
Web page to select the Aconference* command, and 
inputs the telephone number of the CSR=s supervisor 
Signals corresponding to the Aconference= command 
and the supervisors telephone number are transmitted 
from computer 62 via server 44 to switch 32. Switch 32 
then conferences in the supervisor as requested by the 
CSR. 

[00741 After the supervisor has resolved the problem, 
a second telephone call is routed by switch 32 to the 
CSR. The second telephone call rings on the CSR=s 
second voice telephone line. The CSR then actuates 
the Ahold= command on the can control Web page to 
place the first customer on hold to answer the second 
lina In response to receiving signals corresponding to 
the Aho!d= command, the switch 32 places the cafl on 
the CSFUs first line on hold. The CSR then answers the 
incoming cafl on the second fine. 
00751 The CSR then places the customer on the sec- 
ond line on hold and returns to the customer on the first 
Gna The customer on the first line requests three items 
of merchandise from the merchant's catalog. The cus- 
tomers credit card number that was inserted into the 
product order Web page by server 52 (from database 
54) is confirmed (either verbally, or by computer 14) by 
the calling customer. The CSR fins out the product cyder 
Web page and transmits this completed product order 
Web page back to the merchant server 52by clicking on 
a Asend to merchants command <x\ the merchants 
Web paga The CSR then actuates the Aterminate= 
command on the call oontrol Web page to terminate the 
telephone call on the first lina 
IP0761 After receiving the completed product order 
Web page, the merchant then mails the requested mer- 
chandise to the customer, and updates the merchants 
records stored in database 54 to incficate the time and 
date of the sale, the items purchased, the CSR that 
accepted the order, eta. for the customers account 
BW771 Simflariy, the CSR then processes the can on 
the second telephone lina Switch 32 continues to for- 
ward customer calls to the CSR for processing until the 
CSR logs out or indicates that he or she is on break or 
otherwise unavailable to receive cafls. 

Other Applications 



ID0781 The present invention is not limited to the 
embedments described above, but may be advanta- 
geously used in a variety of applications, for example, in 
which: 1) network security can be enhanced through the 
use of the multiple authentication techniques as 
described herein, such as computer authentication, tel- 
ephone authentication and CSR authentication; 2) 
where it is desirable to provide call center functions to 
remotely located persons without using expensive dig- 
ital tines and digital telephone equipment; and 3) where 
it is desirable to automatically coordinate telephone 
calls initiated or received by remotely located persons 
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to or received 



with computerized information 
from such persons. 

[0079] For example, the present invention is applica- 
ble to telemarketing applications in which telemarketing 
representatives work remotely from home. A call control 
server provides a call control web page to each repre- 
sentative, and a telemarketing Web server provides a 
telemarketing Web page to the representatives compu- 
ter. The call control server accesses a fist of home num- 
bers to be called by one or more representatives. The 
call control server controls a switch and a VRU to 
sequentially call each number on the list The VRU may 
automatically call a number in response to a command 
actuated by the CSR indicating the CSR is ready for the 
next call. When a caO is answered, the VRU may prompt 
the answering party for information, selects an available 
representative, and transfers the caM to the selected 
representative for processing. The representative can 
use the cafl control commands to control the call as 
descnbed above. 

[0080] In addition, the representative asks the answer- 
ing party to purchase the product or service of interest 
and inputs information relating to the answering party 
and his or her response into the telemarketing Web 
page. This information for each call is stored on the tele- 
marketing server. The telemarketing server (in commu- 
nication with the call control server) keeps track of the 
calls successfully made, and informs the call control 
server of those telephone numbers on the list that need 
further dialing. Alternatively, the VRU can keep track of 
those calls that were successfully completed. The tele- 
phone numbers that were unsuccessfully called are 
repeatedly called by the VRU and switch until the tele- 
marketing server indicates that the party was success- 
fully contacted. In addition, the VRU and call control 
server can keep track of the number of calls received 
and processed by each representative to pay each rep- 
resentative for each cafl processed 
[0081] Where technical features mentioned in any 
daim are followed by reference signs, those reference 
signs have been included for the sole purpose of 
increasing the intelligibility of the claims and accord- 
ingly, such reference signs do not have any limiting 
effect on the scope of each element identified by of 
example by such reference signs. 

Claims 

1. A method of providing call center functionality at 
one representative station, said representative sta- 
tion including a computer and a telephone, said 
method comprising the steps of: 
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tons link; 

establishing a voice communications link 
between the station telephone and a telecom- 
munications switch; 
5 receiving telephone log-in information from the 

station telephone via the voice communica- 
tions link; 

establishing a link between the system compu- 
ter and the switch such that call control com- 
w m arris provided from the station computer are 

transmitted to the switch via the system com- 
puter to control telephone calls that are 
received at the switch. 

is 2. The method of claim 1 wherein said system compu- 
ter comprises a caO control server. 



3. The method of daim 1 , wherein said step of receiv- 
ing computer log-in information comprises the 
steps of: 

receiving at the system computer, from the sta- 
tion computer, at least one of: a computer log- 
in ID and password; a certificate ID; a cookie or 
a unique number identifying said station com- 
puter; and 

authenticating the received data. 

4. The method of claim 1 wherein 

said step of establishing a link between the 
system computer and the station computer 
comprises the step of sending a call control 
page from the system computer to the station 
computer, said call control page comprising a 
set of selectable commands that allows a user 
of the station computer to control telephone 
calls received at the switch; and 
said system computer dynamically obtains the 
address of the station computer from the sta- 
tion computer during said step of receiving 
computer log-in information, said address 
being used by said system computer to send 
the call control page to the station computer. 

5. The method of claim 1 further comprising the step 
of said system computer sending a merchant appli- 
cation page to the station computer. 
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establishing a data communications link 
between a system computer (SC) and the sta- 
tion computer; 

receiving computer log-in information from the 
station computer (62) via the data communica- 



so 6. The method of claim 1 further comprising the steps 
of: 

receiving an incoming call at the switch; 
selecting the station to receive the received 
55 call; 

routing the call to the selected station for 
processing. 
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7. The method of claim 1 wheJHfTsaid step of estab- 
lishing a voice communication fink comprises the 
step of placing a telephone call from the station tel- 
ephone to the switch. 

8. The method of claim 1 wherein said step of estab- 
lishing a voice communications link comprises the 
steps of. 

sending a signal from the system computer to 
the switch based on said step of receiving com- 
puter log-in information, said signal requesting 
the switch to place a call to the station tele- 
phone; and 

placing a telephone call from the switch to the 
station telephona 

9. The method of claim 1 wherein 

said step of receiving telephone log-in information 
comprises the steps of: 

receiving a telephone password from the sta- 
tion telephone (64); and 
comparing the telephone password to a list of 
authorised telephone passwords. 

10. The method of claim 1 wherein said step of receiv- 
ing telephone log-in information comprises the 
steps of: 

placing a call to the station telephone; 
prompting a person answering the call to pro- 
vide a telephone password; 
comparing the received telephona password to 
a fist of one or more authorised telephone 
passwords; 

permitting the station telephone to receive tele- 
phone cafls received at the switch if the 

received telephone password is an authorised 
telephone password. 



11. A method of processing a telephone call at one of a 
plurality of remote stations, each remote station 
including a corrputer and a telephone, said method 
comprising the steps of: 45 



receiving an incoming telephone call at a tele- 
communications switch; 
identifying an available station to process a 
received call; 

forwarding the received can to the telephone of 
the identified station- 
sending a call control page to the computer of 
the identified station, said control page includ- 
ing a plurality of selectable call control com- 
mands; 

receiving a signal from the identified station 
corresponding to an actuated call control com- 
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mand; and 
controlling the received call 
based on the signal corresponding to the actu- 
ated call control command. 

12. The method of claim 11 further comprising the 
steps of: 

sending a signal from the switch to a merchant 
server indicating that the received call will be 
forwarded to the identified station; and 
sending one or more pages from the merchant 
server to the computer of the identified station. 

13. A method of providing remote cafl center functional- 
ity at a remote station, the station including a com- 
puter and a telephone, said method conrprising the 
steps 0* 

using the station computer to log-in to a call 
control server via a data communications link; 
using the station telephone to log-in to a tele- 
communications switch via a voice communi- 
cations link:; 

receiving a telephone cafl at the switch; 
selecting the remote station from one or more 
stations to receive the call; 
transferring the call to the station telephone; 
sending a call control page from the call control 
server to the station computer, the cafl control 
page i ncluding or more selectable call control 
commands; and actuating one of the can con- 
trol commands on the cafl control web page, a 
signal corresponding to the actuated command 
being provided from the station computer to the 
switch via the cafl control server to control the 
received calL 



14. The method of claim 13 further 
steps of: 



comprising the 



so 
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sencfing a signal from the switch to a merchant 
server indicating that the received cafl will be 
forwarded to the telephone of the selected sta- 
tion said signal including at 
least the address of the computer of the 
selected station; 

sencfing a merchant application page from the 
merchant server to the computer of the 
selected station based on the address of the 
computer; 

processing the call by receiving customer pur- 
chase information over the station telephone 
and using the station computer to input data 
into one or more fields of the merchant applica- 
tion paga 

15. A method of processing a telephone call at one of a 
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plurality of remote stations, each remote station 
including a computer and a telephone, said method 
comprising the steps at 

receiving an incoming telephone call at a tele- 5 

communications switch; 

answering the call and prompting the caller to 

provide information; 

storing the information; 

identifying an available station to process the to 
received caO; 

sending a signal to a merchant server incficat- 
ing thai the received cafl will be forwarded to 
the computer of the identified station, said sig- 
nal indudng the address of the computer of the is 
identified station; 

forwartfing the received call to the telephone of 
the identified station; 

sending one or more pages including at least 
some of the customer information from the 
mo-chant saver to the computer of the identi- 
fied station based on the address of the com- 
puter; 

sending a call control web page from a cafl con* 
, trol server to the computer of the identified sta- 
tion; 

actuating a call control command in the call 
control web page, a signal corresponding to 
said actuated command being forwarded to the 
switch to control the received call. 

1 6. The method of daim 15 wherein said step of identi- 
fying an avaflable station to process the received 
call comprises the steps of; 

sending a signal from the 
switch to the call control server requesting that 
the call control server identify an available sta- 
tion; 

the call control server selecting an available 40 
station; and 

receiving a signal at the switch from the call 
control server identifying the available station 
to receive the call. 

45 
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a conference corTErnand instructing the switch 
to conference in another party for the tele- 
phone call; 

a hold command instructing the switch to place 
the call on hold; 

one or more speed dfeil commands instructing 
the switch to transfer the cafl to a party speci- 
fied by the speed dial button; and 
a break request/break return command 
instructing the switch that the representative is 
unavailable on break/or has returned from 
break and is now available to receive calls, 
respectively. 

18b A method of providing secure communications 
between a system computer and at least one user 
station, said user station including a telephone and 
a computer, said method comprising the steps of: 

establishing a data fink between the station 
computer and a data server; 
authenticating the user via a computer; 
placing a call to the station 
telephone in response to said step of authenti- 
cating; 

authenticating the user by telephone; 
providing information to the user via telephone 
or via said data link: only if the user has been 
authenticated by a computer and by telephone. 

19. The method of daim 18 wherein said step of 
authenticating the user via computer comprises the 
steps of: 

using the station computer to provide a login-ID 
and password to the data server; 
authenticating the login-ID and password. 



20. The method of daim 18 wherein said step of 
authenticating the user via computer comprises the 
steps of: 

providing a Certificate ID or number from the 
station computer to the data server; and 
authenticating the Certificate ID or number. 



17. The method of claim 15 wherein said call control 

commands indude one or more commands from 21 
the list consisting of. 

an answer command instructing the switch that so 
the telephone call should be connected to the 
station telephone; 

a hang-up or terminate command instructing 
the switch that the telephone call should be ter- 
minated; 55 
a transfer command instructing the switch that 22. 
the telephone call should be transferred to 
another party; 



The method of daim 18 wherein said step of 
authenticating the user by telephone comprises the 
steps of : 

prompting the user for a telephone password; 
receiving the telephone password input try the 
user; and 

authenticating the telephone password. 

The method of daim 18 wherein said step of provid- 
ing information to the user comprises the step of at 
least one of: routing a customer caB to the station 
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appfication web page to the station computer 



only if toe user has been authenticated by com- 
puter and by telephone. 
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FIG. 2 



CREATE CSR DATABASE 



I 



CSR LOGS IN TO CALL CONTROL 
SERVER VIA DATA NETWORK 



AUTHENTICATION BY COMPUTER 



I 



NOTIFY THE SWITCH THAT CSR 
HAS LOGGED IN BY COMPUTER 
ANO INSTRUCT SWITCH TO CALL CSR 



CALL CSR AT REMOTE TELEPHONE 
NUMBER 



I 



AUTHENTICATION BY TELEPHONE 



I 



INFORM CALL CONTROL SERVER ANO 
MERCHANT SERVER THAT CSR HAS 
BEEN AUTHENTICATED 



I 



PUSH CALL CONTROL PAGE AND 
MERCHANT APPLICATION PAGE TO 
CSR COMPUTER . . 
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FIG. 3 
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CALL FROM CUSTOMER IS RECEIVED BY SWITCH 



I 



VRU ANSWERS CALL, PROMPTS CALLER, 
STORES CUSTOMER INFORMAT ION 

I 



NOTIFY CAU CONTROL SERVER OF THE 
RECEIVED CALL 



I 



SELECT AN AVAILABLE CSR TO RECEI VE THE CALL 
1 



NOTIFY MERCHANT SERVER AND THE SWITCH OF 
THE SELECTED CSR FOR THE CALL 



I 



SEND THE STORED CUSTOMER INFORMATION FOR 
THE CALL TO THE MERCHANT S ERVER 

I 



PUSH THE CALL CONTROL PAGE FOR THIS CALL 
FROM THE CALL CONTROL SERVER TO THE CSR 
COMPUTER 



I 



PUSH THE MERCHANT APPLICATION PAGE FOR 
THE RECEIVED CALL TO THE CSR COMPUTER 

i 



TRANSFER THE RECEIVED TELEPHONE CALL FROM 
THE SWITCH TO THE HOME NUMBER OF THE CSR 



CSR SPEAKS TO THE CALLING CUSTOMER AND 
FILLS OUT THE MERCHANT APPLICATION PAGE 



I 



CSR USES COMMAND BUTTONS ON THE CALL 
CONTROL PAGE TO CONTROL THE CALL 



COMMANDS ACTUATED BY THE CSR FROM THE 
CALL CONTROL PAGE ARE PROVIOER TO THE 
SWITCH TO CONTROL THE CALL 
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